
 

CRM MFA Enrollment Steps for Web and Mobile 
Applications 

 

 CRM Web Application MFA Workflow 
o User - Login Workflow (First time login post MFA switch enabled) 

o User - Login Workflow (Post MFA configuration using first time login)  

 SMS Option 

 Authenticator App 

 Both Option 

o Existing User - Reset MFA 

o Existing User – Logout   

 CRM Mobile MFA Workflow 
o User - Login Workflow (First time login post MFA switch enabled)  

 SMS/Text Option Setup 
 Authenticator App Option Setup 
 Login Successful 

o User - Login Workflow (after configuring MFA during the initial login) 

 SMS/Text Option 

 Authenticator App Option 

 Login Successful 

o User - Logout Workflow 

 

 

  

 

 

 

 



What is MFA? 

Multi-Factor Authentication (MFA) is an electronic authentication method in which a user is granted access 

to a website or application only after successfully presenting two or more pieces of evidence to an 

authentication mechanism. 

Below you will find the steps to take to setup MFA for both Desktop and Mobile Applications: 

CRM Web Application MFA Workflow 

We have a switch at application level to switch between DS SSO to a Multi-Factor Authentication Login. 

The below workflows are post the switch is turned ON for CRM. 

User – Login Workflow (First time login post MFA switch enabled) 

Step 1: Navigate to login page  

 

Step 2: Enter the username and password 

 



Step 3: You will be prompted to Choose the MFA Options (You can choose either SMS/Text or 

Authenticator) 

 

Step 4: Select either SMS or Authenticator App or both 

 

Step 5: For SMS/Text, you will be prompted to select country code and enter your mobile number and click 

on send verification code 

 

 



Step 6: Enter the code received via SMS/Text and click on Verify code  

 
 

Step 7: You will be prompted with the below screen if you select Authenticator as an option for MFA. 

Follow the instructions on the Screen to configure the account in Authenticator App to generate Code  

 

Step 8: Post configuration enter the code and click continue 

 
 

 



Step 9: You should be successfully logged in to CRM 

 

User – Login Workflow (Post MFA configuration using first 

time login) 

Step 1: Navigate to Blackbird Application. Enter Username and click on continue button 

 

Step 2: Enter the username and password 

 

 



SMS Option  

Step 3: User will be redirected to MFA Screen. (This user has configured the SMS/Text option) . Will have to 

click on Send Verification Code 

 

Step 4: Enter the Code received on SMS/Text and click on verify code 

 

Step 5: User Successfully logged in to CRM blackbird 

 



Authenticator App 

You will be redirected to the below screen if you have configured to use Authenticator for MFA 

 

Both Option  

(In Step 3) You will be presented with the below screen if both the options are configured for User. Based 

on the selection you will be navigated to the appropriate screen mentioned above to enter the code 

 

User Successfully logged in to CRM  

 

 



Existing User – Logout 

On clicking the logout button. User will be navigated to logout screen. 

 

 

 

 

 

 

 

 

 

 

 

 

 



CRM Mobile MFA Workflow  
User - Login Workflow (First time login post MFA switch enabled) 

Step 1: Launch the mobile app and tap on the login button 

 

Step 2: Tap on “Continue” if this message displays. 

 

 



Step 3: Enter in a valid username and tap on the “Continue” button. 

 
 

 

Step 4: Enter in a valid password for the username and tap on the “Login” button. 

 

 

 

 



Step 5: Select the preferred MFA option(s) to be configured for your user account, and tap on “Continue” 

 

SMS/Text Option Setup 

Step 6: If the “SMS/Text” option was not selected, then go to step 9 (Authenticator App Option Setup). If 
the “SMS/Text” option was selected, select the country, enter in a mobile phone number that will be 
configured to your account, and tap on the “Send verification code” button.  

 

Step 7: If you receive a text from the mobile phone, enter in the code, and tap on “Verify Code”. If you do 
not receive the text, then tap on “Send new code” to re-try sending the verification code. 



 

Authenticator App Option Setup 

Step 8: If the “Authenticator App (TOTP)” option was not selected, then skip this step. If the “Authenticator 
App (TOTP)” option was selected, download, and install the Microsoft Authenticator app (if not installed 

already) and scan the QR code to add the user account. Enter the verification code from the Microsoft 

Authenticator app and tap on Continue.  

 

 

 

 



Login Successful 

Step 9: The home screen for the CRM mobile app should display after a successful login. 

 

User - Login Workflow (after configuring MFA during the initial login) 

Step 1: Launch the mobile app and tap on the login button 

 

 

 



Step 2: Tap on “Continue” if this message displays. 

 

 

Step 3: Enter in a valid username and tap on the “Continue” button. 

 

 

 

 

 



Step 4: Enter in a valid password for the username and tap on the “Login” button. 

 

 

 

Step 5: Tap on “Continue As Self” if the user impersonation screen comes up (for user accounts that have 
permissions to impersonate). If not, then continue to step 6. 

 

 

 



Step 6: If the “SMS/Text” option was the only one selected during the initial configuration of MFA, then go 
to step 7 (SMS/Text Option). If the “Authenticator App (TOTP)” option was the only one selected, then go 
to step 9 (Authenticator App Option). If both options were selected, tap on one of the “Authenticator App” 
or “SMS/Text” options shown below. 

 

If the “Authenticator App” option was tapped, then go to step 9 (Authenticator App Option). 

 

SMS/Text Option 

Step 7: Tap on “Send verification code” button. 

 

 



Step 8: If you receive a text from the mobile phone, enter in the code, and tap on “Verify Code”. If you do 
not receive the text, then tap on “Send new code” to re-try sending the verification code. Skip over the 

Authenticator App option steps to step 10. 

 

 

Authenticator App Option 

Step 9: Enter the verification code from the Microsoft Authenticator app and tap on “Verify”. 

 



Login Successful 

Step 10: The home screen for the CRM mobile app should display after a successful login. 

 

User - Logout Workflow 

Step 1: From the home view (or any other view that has the bottom navigation), tap the “More” button on 
the bottom navigation. 

 

 

 



Step 2: Tap on the “Logout” button on the top right. 

 

 

Step 3: Tap on “Continue” if this message displays. 

 

 

 

Step 4: The logout screen appears, which completes the logout process. Tap on the “Cancel” button to log 
back into the app again. 



 


